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    Sekisho

[image: Sekisho — Permissions for Phoenix]
Permissions for Phoenix: who may do what, from one rule on a post to
roles each customer defines and documents shared like Google Docs.
An author edits their own posts. An org's admins manage its members, with
roles the org makes for itself. A folder is shared with a person, a team,
or anyone with the link, and everything inside it comes along. You write
each rule once, in Elixir, and the same rule answers "may Ana edit this?"
and "which documents may Ana see?", the second one in your database.
Sekisho (関所) were the checkpoints on the roads of Edo Japan, where guards
checked each traveller's pass. Sekisho keeps its grants in your own
database, next to your data, and needs no other service.
Install
You need Elixir 1.18+, Ecto 3.13 on PostgreSQL, and Phoenix 1.7.14 or
1.8. LiveView is optional.
With Igniter, one command adds Sekisho and
sets it up. It shows each change and asks before it writes:
mix igniter.install sekisho
mix ecto.migrate

Without Igniter

Add `{:sekisho, "~> 0.1"}` to the deps in `mix.exs`, then run:

```sh
mix deps.get
mix sekisho.gen.migration
mix ecto.migrate
```

Write your permissions module in `lib/my_app/permissions.ex`:

```elixir
defmodule MyApp.Permissions do
  use Sekisho,
    repo: MyApp.Repo,
    pubsub: MyApp.PubSub,
    policies: []

  @impl Sekisho
  def actor(%MyApp.Accounts.Scope{user: user}), do: user
  def actor(nil), do: nil
end
```

Import `allowed?/3` in the `html_helpers` of `lib/my_app_web.ex`, for
your templates:

```elixir
import MyApp.Permissions, only: [allowed?: 3]
```

And add `:sekisho` to the `import_deps` of `.formatter.exs`, so policies
read `role :viewer, permissions: [:read]`.
Your first policy
A policy holds the rules of one schema. Each rule is a function that
takes the person asking and a permission, and returns true, false, or
a condition on the record, written with Ecto.Query.dynamic/2:
defmodule MyApp.Blog.PostPolicy do
  use Sekisho.Policy, for: MyApp.Blog.Post
  import Ecto.Query

  alias MyApp.Accounts.User

  permissions [:read, :create, :update, :delete]

  @impl true
  def allow(%User{admin: true}, _permission), do: true
  def allow(%User{id: id}, :read), do: dynamic([p], p.published or p.author_id == ^id)
  def allow(%User{id: id}, :update), do: dynamic([p], p.author_id == ^id)
  def allow(%User{}, :create), do: true
  def allow(nil, :read), do: dynamic([p], p.published)

  @impl true
  def deny(_user, :update), do: dynamic([p], p.locked)
end
Add it to the policies: of your permissions module. Then ask, with
your scope first:
def update_post(scope, post, attrs) do
  with :ok <- Permissions.authorize(scope, :update, post) do
    post |> Post.changeset(attrs) |> Repo.update()
  end
end

def list_posts(scope) do
  Post |> Permissions.where_allowed(scope, :read) |> Repo.all()
end
And in a template:
<.link :if={allowed?(@current_scope, :update, @post)} navigate={~p"/posts/#{@post}/edit"}>
  Edit
</.link>
authorize/3 returns {:error, %Sekisho.Denied{}}, and
authorize!/3 raises it. Phoenix answers that with a 403.
The Quickstart goes on from here, with roles and a
LiveView.
What you get
	One rule for checks and lists. allowed?/3 and where_allowed/3
come from the same condition, so a list never shows what a check
refuses. → Rules
	Roles, as many kinds as you need. Fixed roles, roles that include
others, and roles each org makes for itself from your permissions.
→ Role-based access
	Sharing. Give a role on one record to a person, a team, or anyone
with a link, for good or until a date. Access comes down nested
folders, to any depth. → Sharing and relations
	Rules on attributes. A plan, a status, the time, the person's own
fields, and the fields of a record each person may see.
→ Attribute rules
	All of them at once. One app with org roles, shared projects and
locked records, and how Sekisho decides. → Mixing models
	Your own tables. Roles from your memberships, relations through your
joins, groups from your teams. → Your own tables
	Why, in words. explain/3 gives the path that allows a permission,
for a support page or a failing test.
→ Testing and explanations
	Phoenix. Controllers, JSON, templates, and LiveView pages that lose
their access while open. → Phoenix
	Fast lists. One query, each path a set the database hashes.
→ How it queries

Guides
Quickstart ·
Rules ·
Role-based access ·
Sharing and relations ·
Attribute rules ·
Mixing models ·
Your own tables ·
Phoenix ·
Testing and explanations ·
How it queries
Development
You need PostgreSQL. The tests make their own database:
mix deps.get
mix test          # DATABASE_URL, or postgres://postgres:postgres@localhost/sekisho_test
mix credo --strict

License
MIT. See LICENSE.


  

    Changelog

All notable changes to Sekisho are documented in this file.
The format follows Keep a Changelog,
and Sekisho follows Semantic Versioning.
[Unreleased]
Added
	A permissions module (use Sekisho) and policies (Sekisho.Policy):
rules as functions that return true, false or an Ecto condition
(allow/2, deny/2, which wins), and roles, with derive from a role
of the same record, from a role or a permission of a related record
(a belongs_to, or a relation of your sources), and down a relation to
the same schema to any depth.
	allowed?/3, authorize/3, authorize!/3 (Sekisho.Denied, a 403 or
a 404), where_allowed/3 and with_permissions/3, from one condition:
the union of every path, each a set the database hashes.
	Grants (sekisho_grants): a role on a record to a person, a group or
anyone with a link, for good or until a date; grant/4, revoke/4,
grants/2, checked so no one gives a role above their own.
	Roles each record defines (custom_roles(), sekisho_roles):
create_role/4, update_role/3, delete_role/2, roles/2.
	Roles, relations and groups from your own tables (Sekisho.Sources).
	Fields: allow_fields/2, allowed_fields/2, redact/2.
	explain/3 (Sekisho.Explanation): the paths that allow a permission.
	Sekisho.LiveView: events checked before handle_event/3, and pages
that lose their access sent away, over PubSub (changed/0 for your own
tables).
	mix sekisho.install (Igniter) and mix sekisho.gen.migration, on
PhoenixMountable.Migrations.
	Sekisho.Test: assert_allowed, refute_allowed,
assert_where_allowed; validate!/0.



  

    Quickstart

This guide builds the permissions of a small app, one step at a time: a
blog where people write posts, then orgs whose members share documents.
It assumes Sekisho is installed (see the README) and that your app has
Phoenix 1.8's %Scope{} from mix phx.gen.auth.
1. The permissions module
The installer wrote lib/my_app/permissions.ex:
defmodule MyApp.Permissions do
  use Sekisho,
    repo: MyApp.Repo,
    pubsub: MyApp.PubSub,
    policies: []

  @impl Sekisho
  def actor(%MyApp.Accounts.Scope{user: user}), do: user
  def actor(nil), do: nil
end
Every question goes through this module, with your scope first, as your
contexts take it. actor/1 turns the scope into the person asking: a
user, or nil for a visitor.
2. A rule
A policy holds the rules of one schema:
defmodule MyApp.Blog.PostPolicy do
  use Sekisho.Policy, for: MyApp.Blog.Post
  import Ecto.Query

  alias MyApp.Accounts.User

  permissions [:read, :create, :update, :delete]

  @impl true
  def allow(%User{id: id}, :read), do: dynamic([p], p.published or p.author_id == ^id)
  def allow(%User{id: id}, permission) when permission in [:update, :delete],
    do: dynamic([p], p.author_id == ^id)
  def allow(%User{}, :create), do: true
  def allow(nil, :read), do: dynamic([p], p.published)
end
Add it to the module:
policies: [MyApp.Blog.PostPolicy]
allow/2 answers with true (everywhere), false (nowhere), or a
condition on the record. A permission no clause matches is not allowed,
so there is no last clause to write.
3. Ask
In the context:
def get_post!(scope, id) do
  post = Repo.get!(Post, id)
  :ok = Permissions.authorize!(scope, :read, post)
  post
end

def update_post(scope, post, attrs) do
  with :ok <- Permissions.authorize(scope, :update, post) do
    post |> Post.changeset(attrs) |> Repo.update()
  end
end

def list_posts(scope) do
  Post
  |> Permissions.where_allowed(scope, :read)
  |> order_by(desc: :inserted_at)
  |> Repo.all()
end
where_allowed/3 takes your query and adds the condition, so it composes
with your own where, order_by and pagination. The list and the check
come from the same allow/2: a post is in the list exactly when
allowed?/3 says yes.
In a template, allowed?/3 (imported by the installer):
<.button :if={allowed?(@current_scope, :delete, @post)} phx-click="delete">Delete</.button>
For a list with buttons on each row, ask once for every row:
rows = Permissions.with_permissions(posts, scope, [:update, :delete])
# [{%Post{}, [:update, :delete]}, {%Post{}, []}, ...]
4. Roles
Orgs have members, and members have roles. Your app already keeps them,
in a memberships table. Tell Sekisho where they are, in a sources
module:
defmodule MyApp.Permissions.Sources do
  use Sekisho.Sources
  import Ecto.Query

  @impl true
  def roles(MyApp.Orgs.Org) do
    from m in MyApp.Orgs.Membership,
      select: %{actor_id: m.user_id, resource_id: m.org_id, role: m.role}
  end
end
and add sources: MyApp.Permissions.Sources to use Sekisho. Then the
org's policy says what each role gives:
defmodule MyApp.Orgs.OrgPolicy do
  use Sekisho.Policy, for: MyApp.Orgs.Org

  permissions [:read, :invite, :manage]

  role :member, permissions: [:read]
  role :admin, permissions: [:invite]
  role :owner, permissions: :all

  derive :member, from: :admin
  derive :admin, from: :owner
end
derive :member, from: :admin says admins are members too, so an admin
may :read and :invite.
5. Shared documents
Documents belong to an org and sit in folders. People share them with
each other:
defmodule MyApp.Docs.DocumentPolicy do
  use Sekisho.Policy, for: MyApp.Docs.Document

  permissions [:read, :comment, :update, :share, :delete]

  role :viewer, permissions: [:read]
  role :commenter, permissions: [:comment]
  role :editor, permissions: [:update]
  role :owner, permissions: [:share, :delete]

  derive :commenter, from: :editor
  derive :viewer, from: :commenter
  derive :editor, from: :owner

  # An org's admins edit its documents.
  derive :editor, from: {:org, :admin}

  grant_to [:user, :link], link_up_to: :viewer
end
{:org, :admin} follows the document's belongs_to :org: whoever is an
admin of that org is an editor of the document. Now share one:
{:ok, _} = Permissions.grant(scope, ana, :editor, on: document)
{:ok, %{token: token}} = Permissions.grant(scope, :link, :viewer, on: document)
Granting is checked too: it takes :share, and no one gives a role above
their own. A visitor who follows the link shows its token in your scope
(link_tokens/1 of the permissions module), and may then read it.
The Sharing and relations guide adds folders, nested to any
depth, and teams.
6. A LiveView
Add the hook to your live_session, after the one that sets the scope:
live_session :app,
  on_mount: [
    {MyAppWeb.UserAuth, :require_authenticated},
    {Sekisho.LiveView, MyApp.Permissions}
  ] do
  live "/documents/:id", DocumentLive
end
and say what the page needs:
def mount(%{"id" => id}, _session, socket) do
  document = Docs.get_document!(socket.assigns.current_scope, id)

  {:ok,
   socket
   |> assign(document: document)
   |> Sekisho.LiveView.watch(:read, document)
   |> Sekisho.LiveView.authorize_events(%{"delete" => {:delete, :document}})}
end
A "delete" event from someone who may not delete never reaches your
handle_event/3. And if Ana's access is revoked while she has the
document open, her page goes away, with a flash.
7. Test it
use Sekisho.Test, permissions: MyApp.Permissions

test "authors edit their own posts" do
  assert_allowed scope(ana), :update, anas_post
  refute_allowed scope(ana), :update, brunos_post
  assert_where_allowed Post, scope(ana), :read, [anas_post, published_post]
end

test "the permissions are valid" do
  assert MyApp.Permissions.validate!() == :ok
end
A failing assertion prints why, from explain/3.
Next: Rules, Role-based access,
Sharing and relations.


  

    Rules

A rule says who may do what, in a function. It is the first thing to
reach for, and many apps need nothing else.
allow and deny
allow/2 takes the actor (a user, or nil for a visitor) and a
permission. It returns one of three things:
	true: allowed on every record;
	false: allowed on none;
	a condition on the record, an Ecto.Query.dynamic/2 whose first
binding is the resource.

defmodule MyApp.Tasks.TaskPolicy do
  use Sekisho.Policy, for: MyApp.Tasks.Task
  import Ecto.Query

  alias MyApp.Accounts.User

  permissions [:read, :create, :update, :complete, :delete]

  @impl true
  def allow(%User{role: :manager}, _permission), do: true
  def allow(%User{}, :create), do: true
  def allow(%User{id: id}, :read), do: dynamic([t], t.assignee_id == ^id or t.creator_id == ^id)
  def allow(%User{id: id}, :complete), do: dynamic([t], t.assignee_id == ^id)
  def allow(%User{id: id}, permission) when permission in [:update, :delete],
    do: dynamic([t], t.creator_id == ^id)

  @impl true
  def deny(_user, permission) when permission in [:update, :complete],
    do: dynamic([t], t.archived)
end
deny/2 takes the same arguments and returns the same kinds of answer.
It wins over everything: here a manager may do anything, except change
an archived task.
A permission no clause matches is not allowed. There is no last clause
returning false to write, though you may write one if you like it
explicit.
permissions lists every permission of the resource. Asking for one that
is not there raises, so a typo (:udpate) is an error, not a quiet "no".
Conditions are checked in the database
allowed?(scope, :complete, task) runs the condition against the task's
row, with one query on its primary key. It reads the task as it is in the
database, not the struct in your hands: a change you have not saved does
not count.
A rule about the actor alone (true, false) needs no query at all.
allowed?(scope, :create, Task) takes the schema, since there is no
record yet. Asking about the schema when the answer depends on the record
raises, and says so.
Lists
where_allowed/3 takes a query and keeps the records on which the
permission holds:
Task
|> where([t], t.project_id == ^project.id)
|> Permissions.where_allowed(scope, :read)
|> order_by(:due_on)
|> Repo.all()
The condition is the same one allowed?/3 uses. When the answer is
true, the query is left as it is; when it is false, it returns
nothing, without asking the database.
Many records at once
A table of tasks with a Complete and a Delete button on each row would
ask twice per row. with_permissions/3 asks once:
Permissions.with_permissions(tasks, scope, [:complete, :delete])
#=> [{%Task{id: 1}, [:complete]}, {%Task{id: 2}, [:complete, :delete]}, ...]
The records keep their order.
What rules see
The actor is whatever actor/1 of your permissions module returns: your
user struct, with whatever it has loaded. Rules match on it as any
Elixir function does:
def allow(%User{plan: :pro}, :export), do: true
def allow(%User{suspended_at: %DateTime{}}, _permission), do: false
For things that are not the user's (the request's IP, the org being
browsed), put them in the scope and return them in the actor. The
Attribute rules guide shows how.
When a rule is not enough
Rules are the right tool when "who" is a fact about the actor and the
record: an author, an assignee, a manager. When "who" is a list of people
someone chose (members of an org, people a folder was shared with), use
roles: Role-based access, Sharing and relations.
Rules and roles work together in one policy: either allows, and deny/2
refuses both.


  

    Role-based access

In role-based access control (RBAC), people hold roles, and roles give
permissions. This guide builds the roles of a SaaS app in three steps:
fixed roles from your own table, roles that include others, and roles
each customer makes for itself.
The example is a support tool. Orgs have members; members handle
tickets.
Fixed roles, from your memberships
Your app keeps who belongs to which org, with a role:
schema "memberships" do
  belongs_to :org, MyApp.Orgs.Org
  belongs_to :user, MyApp.Accounts.User
  field :role, Ecto.Enum, values: [:member, :admin, :owner]
end
Tell Sekisho where the roles are:
defmodule MyApp.Permissions.Sources do
  use Sekisho.Sources
  import Ecto.Query

  @impl true
  def roles(MyApp.Orgs.Org) do
    from m in MyApp.Orgs.Membership,
      select: %{actor_id: m.user_id, resource_id: m.org_id, role: m.role}
  end
end
use Sekisho,
  repo: MyApp.Repo,
  sources: MyApp.Permissions.Sources,
  policies: [MyApp.Orgs.OrgPolicy, MyApp.Support.TicketPolicy]
and say what each role gives:
defmodule MyApp.Orgs.OrgPolicy do
  use Sekisho.Policy, for: MyApp.Orgs.Org

  permissions [:read, :invite, :manage_billing, :delete]

  role :member, permissions: [:read]
  role :admin, permissions: [:invite]
  role :owner, permissions: :all

  derive :member, from: :admin
  derive :admin, from: :owner
end
role names a set of permissions. derive :member, from: :admin says
admins hold the member role too, so they may :read and :invite.
Owners hold all three roles, and :all gives them every permission.
Permissions.allowed?(scope, :invite, org)
Org |> Permissions.where_allowed(scope, :read) |> Repo.all()   # the orgs I belong to
The roles stay in your table. Sekisho reads them in its query, so a new
membership counts at once, with nothing to sync.
Permissions on what belongs to the org
A ticket belongs to an org. Its permissions come from the roles held on
the org:
defmodule MyApp.Support.TicketPolicy do
  use Sekisho.Policy, for: MyApp.Support.Ticket
  import Ecto.Query

  alias MyApp.Accounts.User

  permissions [:read, :reply, :assign, :close, :delete]

  derive :read, from: {:org, :member}
  derive :reply, from: {:org, :member}
  derive :assign, from: {:org, :admin}
  derive :close, from: {:org, :admin}
  derive :delete, from: {:org, :owner}

  # The one it is assigned to may close it too.
  @impl true
  def allow(%User{id: id}, :close), do: dynamic([t], t.assignee_id == ^id)
end
{:org, :member} follows the ticket's belongs_to :org: a member of the
ticket's org may read it. The list of tickets a person may read is one
query over tickets, memberships and nothing else.
Roles each org makes for itself
A large customer wants a "Support lead" who may assign tickets but not
invite people, and a "Billing" role that sees invoices only. Fixed roles
cannot do this. custom_roles() lets each org define its own, from the
permissions you declare:
defmodule MyApp.Orgs.OrgPolicy do
  use Sekisho.Policy, for: MyApp.Orgs.Org

  permissions [
    :read,
    :"members.invite",
    :"members.manage",
    :"tickets.read",
    :"tickets.reply",
    :"tickets.assign",
    :"tickets.close",
    :"billing.view",
    :"billing.manage"
  ]

  # The same in every org, and cannot be changed.
  role :owner, permissions: :all

  custom_roles()

  grant_to [:user], by: :"members.manage"
end
The tickets now derive from the org's permissions, not its roles:
derive :read, from: {:org, :"tickets.read"}
derive :reply, from: {:org, :"tickets.reply"}
derive :assign, from: {:org, :"tickets.assign"}
derive :close, from: {:org, :"tickets.close"}
Whoever has :"tickets.assign" on the org, through any role, may assign
its tickets. An org's admin makes a role and gives it to someone:
{:ok, lead} =
  Permissions.create_role(scope, org, "Support lead", [
    :read,
    :"tickets.read",
    :"tickets.reply",
    :"tickets.assign"
  ])

{:ok, _grant} = Permissions.grant(scope, ana, "Support lead", on: org)
Custom roles are named by strings; the policy's own roles (:owner) by
atoms. Both are checked the same way:
	making, changing or deleting a role takes the permission grant_to
names (:"members.manage" here);
	no one makes or grants a role that gives a permission they do not have
themselves, so an admin cannot make a role more powerful than
themselves.

The roles screen of your settings page is a form over these functions:
{:ok, roles} = Permissions.roles(scope, org)
{:ok, role} = Permissions.update_role(scope, role, ["tickets.read", "tickets.reply"])
:ok = Permissions.delete_role(scope, role)                # and its grants
update_role/3 takes permissions as atoms or as the strings of a form,
and accepts only declared ones, never making a new atom.
Changing a role changes what its holders may do at once: there is
nothing to copy into each member. When the roles change, open LiveView
pages that depend on them check their access again (see
Phoenix).
The first owner
A new org has no owner yet, so no one may grant the first one. Grant it
without the check when you create the org:
Repo.transact(fn ->
  with {:ok, org} <- Repo.insert(Org.changeset(%Org{}, attrs)),
       {:ok, _} <- Permissions.grant(scope, scope.user, :owner, on: org, check: false) do
    {:ok, org}
  end
end)
check: false is for this, and for seeds. Everywhere else, let the check
run.
Which to choose
	Roles your app defines, and that never change: role and derive,
held in your own table (sources) or in Sekisho's grants.
	Roles your customers define: custom_roles(), with the permissions as
the vocabulary they choose from.
	Both: the policy's roles (an owner who can never be locked out) and
custom ones, in the same org.



  

    Sharing and relations

In relationship-based access control (ReBAC), access comes from how a
person relates to a record: they were given it, they belong to a team that
was, it sits in a folder they can open, it belongs to an org they run.
Google Drive works this way, and so does this guide: a drive of folders
and documents, shared with people, teams and links.
The drive
schema "folders" do
  field :name, :string
  belongs_to :org, MyApp.Orgs.Org
  belongs_to :parent, MyApp.Drive.Folder
end

schema "documents" do
  field :title, :string
  belongs_to :org, MyApp.Orgs.Org
  belongs_to :folder, MyApp.Drive.Folder
end
Folders nest to any depth. A role on a folder reaches everything inside
it.
Levels of access
Each level includes the ones below it:
defmodule MyApp.Drive.FolderPolicy do
  use Sekisho.Policy, for: MyApp.Drive.Folder

  permissions [:read, :comment, :update, :share, :delete]

  role :viewer, permissions: [:read]
  role :commenter, permissions: [:comment]
  role :editor, permissions: [:update]
  role :owner, permissions: [:share, :delete]

  derive :commenter, from: :editor
  derive :viewer, from: :commenter
  derive :editor, from: :owner

  # What a parent folder gives, every folder under it gives.
  derive :viewer, from: {:parent, :viewer}
  derive :commenter, from: {:parent, :commenter}
  derive :editor, from: {:parent, :editor}
  derive :owner, from: {:parent, :owner}

  grant_to [:user, :group, :link], link_up_to: :commenter
end
A role on the same record (from: :editor) makes the levels: an editor
is a commenter and a viewer. A role on a related record
(from: {:parent, :viewer}) follows a belongs_to. When the relation is
to the same schema, as a folder's parent is, Sekisho follows it all the
way up, in one recursive query.
Documents take their access from their folder:
defmodule MyApp.Drive.DocumentPolicy do
  use Sekisho.Policy, for: MyApp.Drive.Document

  permissions [:read, :comment, :update, :share, :delete]

  role :viewer, permissions: [:read]
  role :commenter, permissions: [:comment]
  role :editor, permissions: [:update]
  role :owner, permissions: [:share, :delete]

  derive :commenter, from: :editor
  derive :viewer, from: :commenter
  derive :editor, from: :owner

  derive :viewer, from: {:folder, :viewer}
  derive :commenter, from: {:folder, :commenter}
  derive :editor, from: {:folder, :editor}
  derive :owner, from: {:folder, :owner}

  grant_to [:user, :group, :link], link_up_to: :viewer
end
Sharing
# With a person.
{:ok, _} = Permissions.grant(scope, ana, :editor, on: contracts)

# Until a date.
{:ok, _} = Permissions.grant(scope, auditor, :viewer, on: contracts, expires_at: ~U[2026-12-31 23:59:59Z])

# Taken back.
{:ok, 1} = Permissions.revoke(scope, ana, :editor, on: contracts)
Ana is now an editor of the Contracts folder, of every folder inside it,
and of every document in any of them. Granting the same role twice is one
grant (with the latest expiry).
Who may share, and what: grant_to says it takes :share (the default
by:), and Sekisho adds that no one gives a role whose permissions they
do not have. A viewer cannot make someone an editor; an editor cannot make
someone an owner.
The Share dialog lists the grants of a record:
{:ok, grants} = Permissions.grants(scope, document)
# [%Sekisho.Grant{actor_type: "users", actor_id: 7, role: "editor", ...}, ...]
Teams
A team is a group of people. Grant a role to the team, and each member
holds it:
use Sekisho,
  repo: MyApp.Repo,
  sources: MyApp.Permissions.Sources,
  groups: [MyApp.Teams.Team],
  policies: [MyApp.Drive.FolderPolicy, MyApp.Drive.DocumentPolicy]
The members come from your table:
@impl true
def members(MyApp.Teams.Team) do
  from m in MyApp.Teams.Membership, select: %{actor_id: m.user_id, group_id: m.team_id}
end
{:ok, _} = Permissions.grant(scope, legal_team, :commenter, on: contracts)
Someone who joins the team holds the role from that moment, and someone
who leaves loses it: the membership is read in each query.
Anyone with the link
{:ok, %Sekisho.Grant{token: token}} = Permissions.grant(scope, :link, :viewer, on: document)
url = ~p"/d/#{document}?key=#{token}"
The token is shown once: the table keeps only its hash. A visitor who
opens the link shows the token in your scope, and your permissions
module returns it:
@impl Sekisho
def link_tokens(%Scope{link_tokens: tokens}), do: tokens
def link_tokens(_scope), do: []
Keep the tokens a visitor followed in the session, and put them in the
scope where you build it. link_up_to: :viewer keeps links from giving
more than viewing; revoking :link takes back every link of that role on
the record.
From the org
An org's admins see and edit everything in the org's drive, whatever was
shared with them:
# In both policies.
derive :editor, from: {:org, :admin}
The org's admins come from wherever its roles are: your memberships
(sources), Sekisho's grants, or roles the org defined itself
(Role-based access).
Relations that are not a belongs_to
A document can be in several projects, through a join table. Declare the
relation in the policy, and write it in your sources:
# DocumentPolicy
relation :projects, MyApp.Projects.Project
derive :viewer, from: {:projects, :member}
# Sources
@impl true
def relation(MyApp.Drive.Document, :projects) do
  from p in MyApp.Projects.ProjectDocument,
    select: %{resource_id: p.document_id, related_id: p.project_id}
end
A member of any of the document's projects may read it. Any relation your
data has can be written this way, as a query.
What it costs
Ana's list of documents is one query. Each way she could reach a document
is a set of ids: her grants, her teams' grants, the folders under those,
the orgs she runs. The database hashes each set and checks every document
against them. See How it queries for the indexes to have.


  

    Attribute rules

In attribute-based access control (ABAC), the answer comes from facts:
the person's plan, the record's status, the time, where the request came
from. In Sekisho these are rules, plain functions, with three places to
find the facts:
	the actor (your user struct, and what you put next to it);
	the record (through a condition, in the database);
	the scope (what your app knows about the request).

The example is an expense tool.
Facts about the record
defmodule MyApp.Expenses.ExpensePolicy do
  use Sekisho.Policy, for: MyApp.Expenses.Expense
  import Ecto.Query

  alias MyApp.Accounts.User
  alias MyApp.Expenses.Expense

  permissions [:read, :update, :submit, :approve, :pay]

  @impl true
  def allow(%User{id: id}, permission) when permission in [:read, :update, :submit],
    do: dynamic([e], e.employee_id == ^id)

  # Managers approve their reports' expenses, up to their limit.
  def allow(%User{id: id, approval_limit: limit}, :approve),
    do: dynamic([e], e.manager_id == ^id and e.amount <= ^limit)

  def allow(%User{department: :finance}, permission) when permission in [:read, :pay], do: true

  @impl true
  # Nothing changes once it is submitted; only approved expenses are paid.
  def deny(_user, :update), do: dynamic([e], e.status != :draft)
  def deny(_user, :approve), do: dynamic([e], e.status != :submitted)
  def deny(_user, :pay), do: dynamic([e], e.status != :approved)
end
Each condition is SQL, so "the expenses I may approve" is one query:
Expense |> Permissions.where_allowed(scope, :approve) |> Repo.all()
Facts about the person
Whatever your user struct has, a rule can match on:
def allow(%User{suspended_at: %DateTime{}}, _permission), do: false
def allow(%User{plan: plan}, :export) when plan in [:team, :business], do: true
Clauses are tried in order, as in any Elixir function: put the ones that
refuse first, or use deny/2, which wins over everything.
Facts about the request
The time, the IP, the org being browsed, whether the session was made
with a second factor: these belong to the request, not to the user. Put
them in your scope, and have actor/1 return them with the user:
defmodule MyApp.Permissions do
  use Sekisho, repo: MyApp.Repo, policies: [...]

  defmodule Actor do
    defstruct [:user, :ip, :mfa?, :now]
  end

  @impl Sekisho
  def actor(%Scope{user: nil}), do: nil
  def actor(%Scope{} = scope), do: %Actor{user: scope.user, ip: scope.ip, mfa?: scope.mfa?, now: DateTime.utc_now()}
end
# Paying takes a second factor, from the office network.
def deny(%Actor{mfa?: false}, :pay), do: true
def deny(%Actor{ip: ip}, :pay), do: not MyApp.Network.office?(ip)
The actor is not a schema here, so it cannot be granted roles. When you
need both, keep the user as the actor and read the request's facts from
the scope in your context, before you ask; or give the user struct a
virtual field your scope fills.
Fields
Some people may see a record but not all of it: the salary on an
employee's page, the bank details on an expense. allow_fields/2 says
which fields the actor sees:
@impl true
def allow_fields(%User{department: :finance}, _expense), do: :all
def allow_fields(%User{id: id}, %Expense{employee_id: id}), do: :all
def allow_fields(_user, _expense), do: {:except, [:iban, :receipt_url]}
Permissions.allowed_fields(scope, expense)   # [:id, :amount, :status, ...]
Permissions.redact(scope, expense)           # the struct, with iban and receipt_url as nil
Use redact/2 in a JSON view or before you assign to a LiveView, so a
field that is not shown is not sent either.
Rules or roles
Attributes are the right tool when a fact decides: a status, a limit, a
department. When a person decides (who was invited, who a folder was
shared with), use roles and grants. Most apps mix both:
Mixing models.


  

    Mixing models

Real apps are not one model. This guide builds the permissions of a
project tool where four kinds of rule meet, and then shows how Sekisho
decides when they disagree.
The app: orgs, with roles each org defines; projects in an org, shared
with people and teams; tasks in projects; and some facts that override
everything (an archived project, a free plan).
The schemas
schema "orgs" do
  field :name, :string
  field :plan, Ecto.Enum, values: [:free, :team, :business]
end

schema "projects" do
  field :name, :string
  field :archived, :boolean, default: false
  field :visibility, Ecto.Enum, values: [:private, :org]
  belongs_to :org, Org
end

schema "tasks" do
  field :title, :string
  field :budget, :integer
  belongs_to :project, Project
  belongs_to :assignee, User
end
The org: roles it defines
defmodule MyApp.Orgs.OrgPolicy do
  use Sekisho.Policy, for: MyApp.Orgs.Org

  permissions [
    :read,
    :"members.manage",
    :"projects.create",
    :"projects.read_all",
    :"projects.manage_all",
    :"budgets.read"
  ]

  role :owner, permissions: :all
  role :member, permissions: [:read]
  derive :member, from: :owner

  custom_roles()

  grant_to [:user], by: :"members.manage"
end
The owner and member roles are the same in every org. The rest (a
"Project manager" with :"projects.manage_all", a "Finance" role with
:"budgets.read") each org makes for itself.
The project: shared, and from the org
defmodule MyApp.Projects.ProjectPolicy do
  use Sekisho.Policy, for: MyApp.Projects.Project
  import Ecto.Query

  alias MyApp.Accounts.User
  alias MyApp.Orgs.Membership

  permissions [:read, :update, :share, :archive]

  role :viewer, permissions: [:read]
  role :editor, permissions: [:update]
  role :admin, permissions: [:share, :archive]

  derive :viewer, from: :editor
  derive :editor, from: :admin

  # From the org: its custom roles, through their permissions.
  derive :viewer, from: {:org, :"projects.read_all"}
  derive :admin, from: {:org, :"projects.manage_all"}

  grant_to [:user, :group]

  # Projects open to the whole org: every member reads them.
  @impl true
  def allow(%User{id: id}, :read) do
    dynamic(
      [p],
      p.visibility == :org and
        p.org_id in subquery(from m in Membership, where: m.user_id == ^id, select: m.org_id)
    )
  end

  # Archived projects are read-only, whoever you are.
  @impl true
  def deny(_user, permission) when permission in [:update, :share],
    do: dynamic([p], p.archived)
end
Four sources of access, in one policy:
	Grants (ReBAC): Ana was made an editor of this project.
	Roles derived from the org (RBAC): Bruno holds the org's
"Project manager", which gives :"projects.manage_all", so he is an
admin of every project in it.
	A rule (ABAC): the project is open to the org, and Carla is a
member.
	A deny (ABAC): the project is archived, so no one updates it.

The task: from its project, and its own facts
defmodule MyApp.Projects.TaskPolicy do
  use Sekisho.Policy, for: MyApp.Projects.Task
  import Ecto.Query

  alias MyApp.Accounts.User
  alias MyApp.Projects.Project

  permissions [:read, :update, :complete]

  derive :read, from: {:project, :read}
  derive :update, from: {:project, :update}

  @impl true
  def allow(%User{id: id}, :complete), do: dynamic([t], t.assignee_id == ^id)

  @impl true
  def deny(_user, :complete),
    do: dynamic([t], t.project_id in subquery(from p in Project, where: p.archived, select: p.id))

  # The budget, only for those whose org role reads budgets.
  @impl true
  def allow_fields(_user, _task), do: {:except, [:budget]}
end
derive :read, from: {:project, :read} takes the project's whole
answer: grants, org roles, the rule for open projects, and the deny for
archived ones. A task is readable exactly when its project is.
For the budget, the field rule needs to know a role, so ask in the
context and pass the answer:
def task_for_display(scope, task) do
  org = Repo.preload(task, project: :org).project.org

  if Permissions.allowed?(scope, :"budgets.read", org),
    do: task,
    else: Permissions.redact(scope, task)
end
The plan
A free org may not create more than three projects. That is a fact about
the org and its data, so it is a rule, on the org:
# OrgPolicy
@impl true
def deny(_user, :"projects.create") do
  dynamic(
    [o],
    o.plan == :free and
      fragment("(SELECT count(*) FROM projects WHERE org_id = ?)", o.id) >= 3
  )
end
It wins over the owner's :all. What a plan includes in general (which
features a customer bought) is better kept in its own place than in
permissions: entitlements, asked in the same context, before Sekisho.
How Sekisho decides
For a permission on a record, Sekisho asks every path at once:
allowed = (a rule allows OR a role that gives it is held) AND NOT a deny refuses
	Allow paths are OR'd. A grant, a role from your tables, a role from
a related record, a custom role, a rule: any one is enough.
	Deny wins. A deny/2 that matches refuses, whatever allowed it,
including true for an admin.
	Derived answers keep their deny. A permission derived from a
related record (from: {:project, :update}) is that record's whole
answer, deny included.
	Nothing is cached between requests. A grant, a membership or a
role change counts at the next question.

And it tells you which path it took:
iex> Permissions.explain(scope, :update, task)
#Sekisho.Explanation<allowed :update on MyApp.Projects.Task 41
  has :update through :project: MyApp.Projects.Project 7
    holds :admin through :org: MyApp.Orgs.Org 2
      holds "Project manager": granted to users 12>
A checklist for your own
	Start with rules. Add a role when a person, not a fact, decides who.
	One permission per thing a person can do, named as your UI names it.
	Declare relations once, where the data has them: derive follows your
belongs_to; anything else is a query in your sources.
	Put everything that must never happen in deny/2.
	Test the paths, not the implementation: assert_allowed for each kind
of person, and validate!/0 once (Testing).



  

    Your own tables

Your app already knows a lot about who may do what: memberships, teams,
the reviewer of a document, the members of a project. Sekisho reads it
where it is, through a sources module, instead of asking you to copy it
into grants.
defmodule MyApp.Permissions.Sources do
  use Sekisho.Sources
  import Ecto.Query
end
use Sekisho,
  repo: MyApp.Repo,
  sources: MyApp.Permissions.Sources,
  policies: [...]
Each function returns an Ecto query of a fixed shape. Sekisho joins it
into its own, so a list is still one query, and a change in your table
counts at the next question. A schema a function has no clause for has
none: there is no last clause to write.
roles/1: who holds which role
@impl true
def roles(MyApp.Orgs.Org) do
  from m in MyApp.Orgs.Membership,
    select: %{actor_id: m.user_id, resource_id: m.org_id, role: m.role}
end
The three fields are the actor's id, the record's id and the role's name,
as a string, an atom or an Ecto.Enum. A role can come from anything you
can query:
# An open review makes its reviewer an editor.
def roles(MyApp.Docs.Document) do
  from r in MyApp.Docs.Review,
    where: r.state == :open,
    select: %{actor_id: r.reviewer_id, resource_id: r.document_id, role: "editor"}
end

# The creator of a project is its admin.
def roles(MyApp.Projects.Project) do
  from p in MyApp.Projects.Project,
    select: %{actor_id: p.creator_id, resource_id: p.id, role: "admin"}
end
Roles from sources and roles from grants add up: a record may have both.
relation/2: relations that are not a belongs_to
derive follows a belongs_to of the schema by itself. Anything else (a
join table, a relation through another record) is declared in the policy
and written here:
# The policy
relation :projects, MyApp.Projects.Project
derive :viewer, from: {:projects, :member}
@impl true
def relation(MyApp.Docs.Document, :projects) do
  from p in MyApp.Projects.ProjectDocument,
    select: %{resource_id: p.document_id, related_id: p.project_id}
end

# A document's workspace, through its folder.
def relation(MyApp.Docs.Document, :workspace) do
  from d in MyApp.Docs.Document,
    join: f in assoc(d, :folder),
    select: %{resource_id: d.id, related_id: f.workspace_id}
end
resource_id is the record's id, related_id the related record's.
members/1: who is in a group
A group (a team, a department) can be granted roles. Name its schema in
groups: and say who is in it:
use Sekisho, groups: [MyApp.Teams.Team], ...
@impl true
def members(MyApp.Teams.Team) do
  from m in MyApp.Teams.Membership, select: %{actor_id: m.user_id, group_id: m.team_id}
end
Open pages
LiveView pages that watch a record check their access again when a grant
or a role changes. Sekisho does not see your tables change, so tell it
after you change a membership:
def remove_member(scope, membership) do
  with {:ok, membership} <- Repo.delete(membership) do
    Permissions.changed()
    {:ok, membership}
  end
end
Indexes
The queries filter your tables by the actor's id. Index the columns your
sources read by: memberships(user_id), team_memberships(user_id),
reviews(reviewer_id). See How it queries.


  

    Phoenix

Sekisho's questions take your scope and return plain values, so they work
the same in a context, a controller, a JSON API, a LiveView or an Oban
job. This guide shows each.
In your contexts
Ask in the context, where the data is loaded, so every caller gets the
same answer:
def get_document!(scope, id) do
  document = Repo.get!(Document, id)
  :ok = Permissions.authorize!(scope, :read, document)
  document
end

def update_document(scope, document, attrs) do
  with :ok <- Permissions.authorize(scope, :update, document) do
    document |> Document.changeset(attrs) |> Repo.update()
  end
end

def list_documents(scope) do
  Document |> Permissions.where_allowed(scope, :read) |> Repo.all()
end
Controllers
authorize!/3 raises Sekisho.Denied, whose plug_status is 403.
Phoenix renders it with your error views, as it renders a 404:
def edit(conn, %{"id" => id}) do
  document = Docs.get_document!(conn.assigns.current_scope, id)
  :ok = Permissions.authorize!(conn.assigns.current_scope, :update, document)
  render(conn, :edit, document: document)
end
To answer 404 instead, so that no one learns a record exists, set
deny_as: :not_found in use Sekisho. GitHub does this for private
repositories.
Templates
The installer imports allowed?/3 in your html_helpers:
<.link :if={allowed?(@current_scope, :update, @document)} navigate={~p"/documents/#{@document}/edit"}>
  Edit
</.link>
For a table, ask once for every row with with_permissions/3:
rows = Permissions.with_permissions(documents, scope, [:update, :delete])
<tr :for={{document, can} <- @rows}>
  <td>{document.title}</td>
  <td><.link :if={:update in can} navigate={~p"/documents/#{document}/edit"}>Edit</.link></td>
  <td><.button :if={:delete in can} phx-click="delete" phx-value-id={document.id}>Delete</.button></td>
</tr>
JSON
The same calls, and redact/2 for the fields a person may not see:
def show(conn, %{"id" => id}) do
  scope = conn.assigns.current_scope
  employee = HR.get_employee!(scope, id)
  render(conn, :show, employee: Permissions.redact(scope, employee))
end
A Sekisho.Denied raised in a JSON controller renders your ErrorJSON
for 403.
LiveView
Add the hook to the live_session, after the one that sets the scope:
live_session :app,
  on_mount: [
    {MyAppWeb.UserAuth, :require_authenticated},
    {Sekisho.LiveView, MyApp.Permissions}
  ] do
  live "/documents/:id", DocumentLive
end
In mount/3, say what the page needs, and which events take which
permission on which assign:
def mount(%{"id" => id}, _session, socket) do
  document = Docs.get_document!(socket.assigns.current_scope, id)

  {:ok,
   socket
   |> assign(document: document)
   |> Sekisho.LiveView.watch(:read, document)
   |> Sekisho.LiveView.authorize_events(%{
     "save" => {:update, :document},
     "delete" => {:delete, :document}
   })}
end
	Events. A LiveView is authorized when it mounts, and then takes
events for as long as it is open. An event of the map is checked
before your handle_event/3: when the scope does not have the
permission on the assign, it is refused with a flash, and your code is
not called.
	Revoked access. When access to a watched record is taken away while
the page is open (a grant revoked, a role changed, a membership of your
own tables after Permissions.changed/0), the page goes away, with a
flash, within moments, on every node of your cluster.

Both need pubsub: in use Sekisho. The options of the hook set the
flashes (your words, translated) and where a revoked page goes:
{Sekisho.LiveView,
 {MyApp.Permissions,
  revoked_to: "/documents",
  revoked: gettext("This document is no longer shared with you."),
  denied: gettext("You cannot do that here.")}}
Oban jobs and scripts
There is no request, so build the scope the job acts as:
def perform(%Oban.Job{args: %{"user_id" => user_id, "document_id" => id}}) do
  scope = Scope.for_user(Accounts.get_user!(user_id))
  document = Repo.get!(Document, id)

  with :ok <- Permissions.authorize(scope, :update, document) do
    Docs.reindex(document)
  end
end
Check again in the job: access can change between the click and the run.
GraphQL
Each field that returns a list resolves through where_allowed/3, so the
records a person may not see are never loaded, and pages count right.
For the fields of each object, use redact/2 in the resolver, or
allowed_fields/2 in a middleware.


  

    Testing and explanations

Assertions
defmodule MyApp.PermissionsTest do
  use MyApp.DataCase, async: true
  use Sekisho.Test, permissions: MyApp.Permissions

  test "authors edit their own posts, and nothing locked" do
    ana = insert(:user)
    mine = insert(:post, author: ana)
    locked = insert(:post, author: ana, locked: true)

    assert_allowed scope(ana), :update, mine
    refute_allowed scope(ana), :update, locked
    assert_allowed scope(ana), :create, Post
  end

  test "readers see published posts and their own" do
    assert_where_allowed Post, scope(ana), :read, [mine, published]
  end
end
A failing assertion says why, with the explanation:
expected to be allowed :update

not allowed :update on MyApp.Blog.Post 12
  denied by a rule of the policy (deny/2)
  a rule of the policy (allow/2)
assert_where_allowed/4 compares the ids, in any order, and names the
ones missing and the ones that should not be there.
The policies together
Each policy checks itself when it compiles: a role that gives a
permission the policy does not have, a derive from a role that does not
exist. What crosses policies (a relation, a role of another schema, two
schemas that derive from each other) is checked the first time your
permissions module is asked, and by validate!/0. Have one test call it:
test "the permissions are valid" do
  assert MyApp.Permissions.validate!() == :ok
end
Explanations
explain/3 gives every path that allows a permission on a record, and
whether a deny refuses it:
iex> Permissions.explain(scope, :read, document)
#Sekisho.Explanation<allowed :read on MyApp.Drive.Document 7
  holds :editor through :folder: MyApp.Drive.Folder 3
    holds :editor through :parent: MyApp.Drive.Folder 1
      holds :editor: granted to users 5>
It is data too (reasons, denied), for a support page that answers
"why can Ana see this?":
%Sekisho.Explanation{allowed?: true, reasons: [{:related, :editor, :folder, %Folder{}, [...]}]}
The reasons are {:allow}, {:grant, role, grant}, {:source, role},
{:related, role, relation, record, reasons} and
{:derived, permission, relation, record, reasons}. An explanation runs
more queries than a check (it loads each record on the path), so it is for
a person reading, not for every request.
Checks and lists agree
Sekisho's own tests build random worlds (folders nested at random, grants
to people, teams and links, roles each org defines, locked documents) and
check that allowed?/3, where_allowed/3, with_permissions/3 and
explain/3 give the same answer for every person, record and permission.
Your tests can rely on that, and test the rules, not the mechanism.


  

    How it queries

Every question Sekisho answers is one condition, built in Elixir and run
in your database. This guide shows what that condition is, so you can
read its plans and give it the indexes it needs.
One condition
For a permission on a schema:
(allow OR id IN (records where a role that gives it is held)) AND NOT deny
allow and deny are your conditions, as you wrote them. The records
where a role is held are a set of ids: the union of every path to them.
SELECT d.* FROM documents AS d
WHERE (d.author_id = $1 OR d.id IN (
         SELECT resource_id FROM sekisho_grants
          WHERE resource_type = 'documents' AND role = ANY($2) AND actor_type = 'users' AND actor_id = $3
         UNION ALL
         SELECT id FROM documents WHERE org_id IN (SELECT resource_id FROM memberships ...)
         UNION ALL
         SELECT id FROM documents WHERE folder_id IN (
           WITH RECURSIVE tree AS (
             SELECT resource_id FROM sekisho_grants WHERE ... -- the folders shared with me
             UNION
             SELECT f.id FROM folders f JOIN tree t ON f.parent_id = t.id
           ) SELECT id FROM tree)))
  AND NOT d.locked
Each path is a query of its own, on its own indexes, and the database
hashes the union once. There is no chain of OR over joins, which a
planner cannot estimate.
	allowed?/3 on a record is this condition and id = $record: one
query on the primary key.
	where_allowed/3 adds it to your query.
	with_permissions/3 puts one condition per permission in the SELECT
of one query over the records.
	A rule about the actor alone (true, false) adds nothing: no query
for allowed?/3, and your query as it is for where_allowed/3.

Nested records
A role passed down a relation to the same schema (a folder's parent) is a
recursive query, from the records that hold it themselves down to all
their descendants. It uses UNION, not UNION ALL, so a loop in your
data ends.
Indexes
Sekisho's tables come with theirs: grants by record, by actor, and links
by token. Yours need:
	the foreign keys that derive follows: documents(folder_id),
documents(org_id), folders(parent_id);
	the actor columns your sources filter by: memberships(user_id),
team_memberships(user_id);
	the columns of your own conditions, as for any query.

Phoenix's generators index foreign keys; check the ones you added by
hand.
Statistics and JIT
The plans rely on PostgreSQL's estimates. Keep autovacuum on, or
ANALYZE after a large import. PostgreSQL's JIT compiler starts above a
cost it estimates; on a database whose statistics are missing (a test
database, a fresh restore) a large estimate can make JIT cost more than
the query. SET jit = off for the role, as many apps do, if you see
"JIT" in a plan of a fast query.
What it does not do
	No cache between requests. A grant, a membership or a role change
counts at the next question. Within a LiveView, the hook checks again
when grants change.
	No checks in memory. A record is checked as it is in the database.
A rule about the actor alone needs no database at all.
	PostgreSQL only, for the recursive queries and the arrays of custom
roles.
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Permissions for Phoenix.
Your app has one permissions module, which lists its policies:
defmodule MyApp.Permissions do
  use Sekisho,
    repo: MyApp.Repo,
    policies: [MyApp.Blog.PostPolicy, MyApp.Docs.DocumentPolicy, MyApp.Orgs.OrgPolicy],
    sources: MyApp.Permissions.Sources,
    groups: [MyApp.Teams.Team]

  @impl Sekisho
  def actor(%MyApp.Accounts.Scope{user: user}), do: user
  def actor(nil), do: nil
end
and every question goes through it, with your scope (Phoenix's
%Scope{}) first:
MyApp.Permissions.allowed?(scope, :update, post)        # true | false
MyApp.Permissions.authorize(scope, :update, post)       # :ok | {:error, %Sekisho.Denied{}}
MyApp.Permissions.authorize!(scope, :update, post)      # raises Sekisho.Denied, a 403

Post |> MyApp.Permissions.where_allowed(scope, :read) |> Repo.all()
MyApp.Permissions.with_permissions(posts, scope, [:update, :delete])

MyApp.Permissions.allowed_fields(scope, user)
MyApp.Permissions.redact(scope, user)
MyApp.Permissions.explain(scope, :update, document)

MyApp.Permissions.grant(scope, ana, :editor, on: document)
MyApp.Permissions.grant(scope, :link, :viewer, on: document)
MyApp.Permissions.revoke(scope, ana, :editor, on: document)
MyApp.Permissions.grants(scope, document)

{:ok, support} = MyApp.Permissions.create_role(scope, org, "Support", [:"investigations.view"])
MyApp.Permissions.grant(scope, ana, "Support", on: org)
The rules are in policies (Sekisho.Policy), and roles held in your own
tables in sources (Sekisho.Sources).
Options
	:repo: your Ecto repo (required).
	:policies: your policies (required). They are read when the module
is first asked, not when it compiles, so a change to one recompiles no
other; validate!/0 checks them together (in a test, or at boot).
	:sources: your Sekisho.Sources module.
	:groups: the schemas of groups that may be granted roles (teams);
their members come from Sekisho.Sources.members/1.
	:pubsub: your Phoenix.PubSub, on which grants and revocations are
broadcast (topic "sekisho").
	:deny_as: :forbidden (403, the default) or :not_found (404).

Checks of a record
A check of a record asks the database: the record as it is there, with
one query on its primary key. A rule about the actor alone (true,
false) needs none. To ask about many records at once, use
with_permissions/3.

      


      
        Summary


  
    Callbacks
  


    
      
        actor(scope)

      


        The actor your scope is: a user struct, or nil for a visitor.



    


    
      
        link_tokens(scope)

      


        The link tokens your scope holds (from a link a visitor followed): [] by
default.



    





      


      
        Callbacks


        


  
    
      
    
    
      actor(scope)



        
          
        

    

  


  

      

          @callback actor(scope :: term()) :: struct() | nil


      


The actor your scope is: a user struct, or nil for a visitor.

  



  
    
      
    
    
      link_tokens(scope)



        
          
        

    

  


  

      

          @callback link_tokens(scope :: term()) :: [String.t()]


      


The link tokens your scope holds (from a link a visitor followed): [] by
default.

  


        

      


  

    
Sekisho.Policy behaviour
    



      
The rules of one resource: an Ecto schema.
Conditions are plain functions. allow/2 and deny/2 take the actor and a
permission and return true, false or a condition on the record, an
Ecto.Query.dynamic/2 whose first binding is the resource:
defmodule MyApp.Blog.PostPolicy do
  use Sekisho.Policy, for: MyApp.Blog.Post
  import Ecto.Query

  permissions [:read, :create, :update, :delete]

  @impl true
  def allow(%User{admin: true}, _permission), do: true
  def allow(%User{id: id}, :read), do: dynamic([p], p.published or p.author_id == ^id)
  def allow(%User{id: id}, permission) when permission in [:update, :delete],
    do: dynamic([p], p.author_id == ^id)
  def allow(%User{}, :create), do: true
  def allow(nil, :read), do: dynamic([p], p.published)

  @impl true
  def deny(_actor, :update), do: dynamic([p], p.locked)
end
A permission no clause matches is not allowed: there is no need for a last
clause that returns false. deny/2 wins over everything else.
The same condition answers a check (allowed?/3, on the record in the
database) and a list (where_allowed/3, in SQL), so they never disagree.
A condition about the actor alone (true, false) needs no query.
Roles
Roles are the only part that is declared, because Sekisho checks them:
permissions [:read, :comment, :update, :share, :delete]

role :viewer, permissions: [:read]
role :commenter, permissions: [:comment]
role :editor, permissions: [:update]
role :owner, permissions: [:share, :delete]

derive :commenter, from: :editor
derive :viewer, from: :commenter
derive :editor, from: :owner
derive :editor, from: {:org, :admin}
derive :viewer, from: {:folder, :viewer}

grant_to [:user, :group, :link], link_up_to: :viewer
	role names a set of permissions.
	derive gives a role from another: one of the same resource
(from: :editor: editors are commenters), or one held on a related
resource (from: {:org, :admin}: an org's admins are editors of its
documents). The relation is the schema's own belongs_to, or one
declared with relation/2 and written in your Sekisho.Sources. A
relation to the same schema (a folder's parent) is followed to any
depth, with a recursive query.
	derive also gives a permission from one held on a related record:
derive :view, from: {:org, :"investigations.view"} (whoever has
:"investigations.view" on the org, through a role or a rule, may
:view its investigations), or from a role there
(derive :delete, from: {:org, :admin}).
	grant_to says who may be granted a role on a record (grant/4 of
your permissions module): people (:user), groups (:group), and
anyone with a link (:link, up to a role). by: names the permission
it takes to grant (:share by default).

Roles held come from grants (Sekisho's table), from your own tables
(Sekisho.Sources.roles/1), or both.
Roles each record defines
custom_roles() lets each record of the schema (an org) define roles of its
own, kept in sekisho_roles, each a name and some of the policy's
permissions:
permissions [:"investigations.view", :"investigations.create", :"team.manage"]

role :owner, permissions: :all
custom_roles()
The roles of the policy (:owner) are the same in every org and cannot
be changed; the custom ones are made with create_role/4 of your
permissions module and granted by name (grant(scope, ana, "Support", on: org)). Other resources derive from the permissions they give:
derive :view, from: {:org, :"investigations.view"}
Fields
allow_fields/2 says which of a record's fields the actor may see:
:all (the default), a list, or {:except, fields}. redact/2 of your
permissions module sets the others to nil.

      


      
        Summary


  
    Types
  


    
      
        condition()

      


        What allow/2 and deny/2 return.



    





  
    Callbacks
  


    
      
        allow(actor, permission)

      


        Whether the actor has the permission: everywhere, nowhere, or on the records of a condition.



    


    
      
        allow_fields(actor, record)

      


        The fields of a record the actor may see.



    


    
      
        deny(actor, permission)

      


        Where the actor does not have the permission, whatever else allows it.



    





  
    Functions
  


    
      
        custom_roles()

      


        Each record of the schema defines roles of its own (see the module's documentation).



    


    
      
        derive(name, opts)

      


        A role given by another: from: :editor (a role of the same record), or
from: {relation, role} (a role held on a related record).



    


    
      
        grant_to(kinds, opts \\ [])

      


        Who may be granted a role on a record: [:user, :group, :link].



    


    
      
        permissions(list)

      


        The permissions of the resource: every permission its rules and roles name.



    


    
      
        relation(name, schema)

      


        A relation that is not a belongs_to of the schema, to the schema given:
its query is Sekisho.Sources.relation/2.



    


    
      
        role(name, opts)

      


        A role and the permissions it gives (:all for every one).



    





      


      
        Types


        


  
    
      
    
    
      condition()



        
          
        

    

  


  

      

          @type condition() :: boolean() | Ecto.Query.DynamicExpr.t()


      


What allow/2 and deny/2 return.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      allow(actor, permission)


        (optional)


        
          
        

    

  


  

      

          @callback allow(actor :: term(), permission :: atom()) :: condition()


      


Whether the actor has the permission: everywhere, nowhere, or on the records of a condition.

  



  
    
      
    
    
      allow_fields(actor, record)


        (optional)


        
          
        

    

  


  

      

          @callback allow_fields(actor :: term(), record :: struct()) ::
  :all | [atom()] | {:except, [atom()]}


      


The fields of a record the actor may see.

  



  
    
      
    
    
      deny(actor, permission)


        (optional)


        
          
        

    

  


  

      

          @callback deny(actor :: term(), permission :: atom()) :: condition()


      


Where the actor does not have the permission, whatever else allows it.

  


        

      

      
        Functions


        


  
    
      
    
    
      custom_roles()


        (macro)


        
          
        

    

  


  

Each record of the schema defines roles of its own (see the module's documentation).

  



  
    
      
    
    
      derive(name, opts)


        (macro)


        
          
        

    

  


  

A role given by another: from: :editor (a role of the same record), or
from: {relation, role} (a role held on a related record).

  



    

  
    
      
    
    
      grant_to(kinds, opts \\ [])


        (macro)


        
          
        

    

  


  

Who may be granted a role on a record: [:user, :group, :link].

  



  
    
      
    
    
      permissions(list)


        (macro)


        
          
        

    

  


  

The permissions of the resource: every permission its rules and roles name.

  



  
    
      
    
    
      relation(name, schema)


        (macro)


        
          
        

    

  


  

A relation that is not a belongs_to of the schema, to the schema given:
its query is Sekisho.Sources.relation/2.

  



  
    
      
    
    
      role(name, opts)


        (macro)


        
          
        

    

  


  

A role and the permissions it gives (:all for every one).

  


        

      


  

    
Sekisho.Sources behaviour
    



      
Roles, relations and groups from your own tables, as queries.
Every function returns an Ecto query of a fixed shape, so Sekisho can
join it into its own and lists stay in SQL. A schema a function has no
clause for has none: there is no need for a last clause.
defmodule MyApp.Permissions.Sources do
  use Sekisho.Sources
  import Ecto.Query

  # Roles on orgs, from your memberships.
  @impl true
  def roles(MyApp.Orgs.Org) do
    from m in MyApp.Orgs.Membership,
      select: %{actor_id: m.user_id, resource_id: m.org_id, role: m.role}
  end

  # An open review makes its reviewer an editor of the document.
  def roles(MyApp.Docs.Document) do
    from r in MyApp.Docs.Review,
      where: r.state == :open,
      select: %{actor_id: r.reviewer_id, resource_id: r.document_id, role: "editor"}
  end

  # A relation that is not a belongs_to (declared in the policy with
  # relation :workspace, MyApp.Workspace).
  @impl true
  def relation(MyApp.Docs.Document, :workspace) do
    from d in MyApp.Docs.Document,
      join: f in assoc(d, :folder),
      select: %{resource_id: d.id, related_id: f.workspace_id}
  end

  # Who is in a group (a schema in `groups:` of your permissions module).
  @impl true
  def members(MyApp.Teams.Team) do
    from m in MyApp.Teams.Membership, select: %{actor_id: m.user_id, group_id: m.team_id}
  end
end

      


      
        Summary


  
    Callbacks
  


    
      
        members(group)

      


        The members of the groups of a schema: actor_id and group_id.



    


    
      
        relation(schema, name)

      


        A relation of the schema: resource_id and related_id.



    


    
      
        roles(schema)

      


        Who holds which role on which record of the schema: actor_id, resource_id, role.



    





      


      
        Callbacks


        


  
    
      
    
    
      members(group)


        (optional)


        
          
        

    

  


  

      

          @callback members(group :: module()) :: Ecto.Queryable.t()


      


The members of the groups of a schema: actor_id and group_id.

  



  
    
      
    
    
      relation(schema, name)


        (optional)


        
          
        

    

  


  

      

          @callback relation(schema :: module(), name :: atom()) :: Ecto.Queryable.t()


      


A relation of the schema: resource_id and related_id.

  



  
    
      
    
    
      roles(schema)


        (optional)


        
          
        

    

  


  

      

          @callback roles(schema :: module()) :: Ecto.Queryable.t()


      


Who holds which role on which record of the schema: actor_id, resource_id, role.

  


        

      


  

    
Sekisho.LiveView 
    



      
Permissions in LiveView: events checked before your handle_event/3
runs, and pages that lose their access while they are open.
Add the hook to a live_session, after the one that sets the scope:
live_session :app,
  on_mount: [
    {MyAppWeb.UserAuth, :require_authenticated},
    {Sekisho.LiveView, MyApp.Permissions}
  ] do
  live "/documents/:id", DocumentLive
end
Then, in mount/3, say what the page needs, and which events take
which permission on which assign:
def mount(%{"id" => id}, _session, socket) do
  document = Docs.get_document!(socket.assigns.current_scope, id)

  {:ok,
   socket
   |> assign(document: document)
   |> Sekisho.LiveView.watch(:read, document)
   |> Sekisho.LiveView.authorize_events(%{
     "save" => {:update, :document},
     "delete" => {:delete, :document}
   })}
end
An event of the map is refused when the scope does not have its
permission on the assign (a flash, and your handle_event/3 is not
called). When access to a watched record is revoked (a grant taken
away, a role changed, a membership of your own tables:
MyApp.Permissions.changed/0), the page goes away with a flash: to
"/", or where :revoked_to says.
It needs :pubsub in use Sekisho.
Options
{Sekisho.LiveView, {MyApp.Permissions, opts}}:
	:scope — the assign of the scope (:current_scope).
	:revoked_to — where a page goes when its access is revoked ("/").
	:revoked — its flash ("You no longer have access to this page.").
	:denied — the flash of a refused event ("You are not allowed to do that.").

Flashes are your words: pass translated ones (Gettext) here.

      


      
        Summary


  
    Functions
  


    
      
        authorize_events(socket, events)

      


        Events checked before handle_event/3: %{"delete" => {:delete, :document}} takes :delete on @document.



    


    
      
        watch(socket, permission, record)

      


        The page needs the permission on the record: when it loses it, it goes away.



    





      


      
        Functions


        


  
    
      
    
    
      authorize_events(socket, events)



        
          
        

    

  


  

      

          @spec authorize_events(Phoenix.LiveView.Socket.t(), %{
  required(String.t()) => {atom(), atom()}
}) ::
  Phoenix.LiveView.Socket.t()


      


Events checked before handle_event/3: %{"delete" => {:delete, :document}} takes :delete on @document.

  



  
    
      
    
    
      watch(socket, permission, record)



        
          
        

    

  


  

      

          @spec watch(Phoenix.LiveView.Socket.t(), atom(), struct()) ::
  Phoenix.LiveView.Socket.t()


      


The page needs the permission on the record: when it loses it, it goes away.

  


        

      


  

    
Sekisho.Denied exception
    



      
A permission refused: what authorize/3 returns and authorize!/3 raises.
Phoenix answers it with a 403 (plug_status), or a 404 with deny_as: :not_found in use Sekisho, so that a record's existence is not told.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sekisho.Denied{
  __exception__: term(),
  permission: atom(),
  plug_status: 403 | 404,
  resource: struct() | module()
}


      



  


        

      


  

    
Sekisho.Explanation 
    



      
Why a permission is allowed or not: what explain/3 returns.
reasons lists everything that allows it, each one of:
	{:allow}: a rule of the policy (allow/2);
	{:grant, role, grant}: a role granted on the record (Sekisho.Grant),
a role of the policy (an atom) or one the record defines (its name);
	{:source, role}: a role from your sources;
	{:related, role, relation, record, reasons}: a role derived from one
held on a related record, and why that one is held;
	{:derived, permission, relation, record, reasons}: the permission,
from a role or a permission on a related record, and why.

denied is true when deny/2 refuses it, whatever the reasons.
iex> MyApp.Permissions.explain(scope, :update, document)
#Sekisho.Explanation<allowed :update on MyApp.Docs.Document 7
  holds :editor through :folder: MyApp.Docs.Folder 3
    holds :viewer through :parent: MyApp.Docs.Folder 1
      holds :owner: granted to users 5>

      


      
        Summary


  
    Types
  


    
      
        reason()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        lines(explanation)

      


        The explanation as lines of text, for a log or a test's failure.



    





      


      
        Types


        


  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  {:allow}
  | {:grant, atom() | String.t(), Sekisho.Grant.t()}
  | {:source, atom()}
  | {:related, atom(), atom(), struct(), [reason()]}
  | {:derived, atom(), atom(), struct(), [reason()]}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sekisho.Explanation{
  allowed?: boolean(),
  denied: boolean(),
  permission: atom(),
  reasons: [reason()],
  resource: struct()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      lines(explanation)



        
          
        

    

  


  

      

          @spec lines(t()) :: [String.t()]


      


The explanation as lines of text, for a log or a test's failure.

  


        

      


  

    
Sekisho.Grant 
    



      
A role given to someone on a record: a row of sekisho_grants.
actor_type is the grantee's table ("users", "teams"), or "link"
for anyone with the link, whose token is set only in what grant/4
returns: the table keeps its hash.
The ids are of the type of your app's records (bigint or uuid, see
Sekisho.Migrations), so the grants join your tables on their indexes.
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        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sekisho.Grant{
  __meta__: term(),
  actor_id: term(),
  actor_type: term(),
  expires_at: term(),
  granted_by_id: term(),
  id: term(),
  inserted_at: term(),
  resource_id: term(),
  resource_type: term(),
  role: term(),
  token: term(),
  token_hash: term()
}


      



  


        

      


  

    
Sekisho.Role 
    



      
A role a record defines for itself (an org's "Support"): a row of
sekisho_roles, with a name and some of its policy's permissions.
Made with create_role/4 of your permissions module, for a policy with
custom_roles(), and granted by its name.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sekisho.Role{
  __meta__: term(),
  id: term(),
  inserted_at: term(),
  name: term(),
  permissions: term(),
  resource_id: term(),
  resource_type: term(),
  updated_at: term()
}


      



  


        

      


  

    
Sekisho.Migrations 
    



      
Sekisho's tables, in a migration of your app.
$ mix sekisho.gen.migration

writes a migration that pins the latest version:
defmodule MyApp.Repo.Migrations.AddSekisho do
  use Ecto.Migration

  def up, do: Sekisho.Migrations.up(version: 1)
  def down, do: Sekisho.Migrations.down(to: 0)
end
The versions are PhoenixMountable.Migrations, tracked in your database.
A later version of Sekisho that changes its tables has a new version, and
mix sekisho.gen.migration writes the migration that upgrades.
The ids of the grants are of the type of your app's records: :id
(bigint) or :binary_id (uuid), from your repo's :migration_primary_key,
or up(version: 1, primary_key: :binary_id). It is kept with the version,
so later versions use it too.
Version 1 makes sekisho_grants (Sekisho.Grant) and sekisho_roles
(Sekisho.Role).

      


      
        Summary


  
    Functions
  


    
      
        check(opts)

      


        :ok, {:pending, message} or {:outdated, message}. Takes :repo and :prefix.



    


    
      
        down(opts \\ [])

      


        Rolls the library's tables back to :to (default 0). Call it from a host migration.



    


    
      
        latest_version()

      


        The latest version of the library's schema.



    


    
      
        migrated_version(opts \\ [])

      


        The version the database is at (0 when not installed).



    


    
      
        run_backfills(opts)

      


        Runs deferred backfills to completion. Takes :repo and :prefix.



    


    
      
        status(opts)

      


        The version, compatibility and backfills of a database. Takes :repo and :prefix.



    


    
      
        up(opts \\ [])

      


        Migrates the library's tables up. Call it from a host migration.



    


    
      
        verify(opts)

      


        Checks the tables against the library's schema. Takes :repo and :prefix.



    





      


      
        Functions


        


  
    
      
    
    
      check(opts)



        
          
        

    

  


  

:ok, {:pending, message} or {:outdated, message}. Takes :repo and :prefix.

  



    

  
    
      
    
    
      down(opts \\ [])



        
          
        

    

  


  

Rolls the library's tables back to :to (default 0). Call it from a host migration.

  



  
    
      
    
    
      latest_version()



        
          
        

    

  


  

The latest version of the library's schema.

  



    

  
    
      
    
    
      migrated_version(opts \\ [])



        
          
        

    

  


  

The version the database is at (0 when not installed).

  



  
    
      
    
    
      run_backfills(opts)



        
          
        

    

  


  

Runs deferred backfills to completion. Takes :repo and :prefix.

  



  
    
      
    
    
      status(opts)



        
          
        

    

  


  

The version, compatibility and backfills of a database. Takes :repo and :prefix.

  



    

  
    
      
    
    
      up(opts \\ [])



        
          
        

    

  


  

Migrates the library's tables up. Call it from a host migration.

  



  
    
      
    
    
      verify(opts)



        
          
        

    

  


  

Checks the tables against the library's schema. Takes :repo and :prefix.

  


        

      


  

    
Sekisho.Test 
    



      
Assertions for your tests, whose failures say why (explain/3):
use Sekisho.Test, permissions: MyApp.Permissions

assert_allowed scope, :update, post
refute_allowed scope, :delete, post
assert_where_allowed Post, scope, :read, [published, mine]
and a test that your policies are valid together:
test "the permissions are valid" do
  assert MyApp.Permissions.validate!() == :ok
end

      


      
        Summary


  
    Functions
  


    
      
        assert_allowed(scope, permission, resource)

      


        Asserts the scope has the permission on the resource.



    


    
      
        assert_where_allowed(queryable, scope, permission, records)

      


        Asserts where_allowed/3 gives exactly these records, in any order.



    


    
      
        refute_allowed(scope, permission, resource)

      


        Asserts the scope does not have the permission on the resource.



    





      


      
        Functions


        


  
    
      
    
    
      assert_allowed(scope, permission, resource)


        (macro)


        
          
        

    

  


  

Asserts the scope has the permission on the resource.

  



  
    
      
    
    
      assert_where_allowed(queryable, scope, permission, records)


        (macro)


        
          
        

    

  


  

Asserts where_allowed/3 gives exactly these records, in any order.

  



  
    
      
    
    
      refute_allowed(scope, permission, resource)


        (macro)


        
          
        

    

  


  

Asserts the scope does not have the permission on the resource.

  


        

      


  

    
mix sekisho.gen.migration 
    



      
Generates the migration of Sekisho's tables in your repo: the one that
installs them, or, after an upgrade of Sekisho, the one that brings them
to their latest version.
$ mix sekisho.gen.migration
$ mix sekisho.gen.migration --repo MyApp.Repo

It is mix phoenix_mountable.gen.migration Sekisho.Migrations (see
Sekisho.Migrations). Run it with mix ecto.migrate.

      




  

    
mix sekisho.install 
    



      
Installs Sekisho in a Phoenix application.
$ mix igniter.install sekisho

or, with Sekisho already in the deps, mix sekisho.install.
Igniter shows each change as a diff
before it writes, and running the task again changes nothing:
	the migration of Sekisho's tables (mix sekisho.gen.migration), with
ids of your repo's type;
	lib/my_app/permissions.ex, your permissions module, with no policy
yet: your file, written once;
	import MyApp.Permissions, only: [allowed?: 3] in the
html_helpers of your web module, for templates;
	.formatter.exs imports Sekisho's, so policies read
role :viewer, permissions: [:read].

Then write your first policy (Sekisho.Policy) and add it to
policies:.
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